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An examination of the blockchain technology as new public sector tool

Araz Taeihagh'and Hazel Lim
Lee Kuan Yew School of Public Policy, National University of Singapore

Abstract — Industry and governments worldwide have enthused over blockchain’s
revolutionary potential to decentralise interactions between all members of society and have
lost no time in embracing their purported benefits, ranging from greater transparency,
efficiency, security to scalability of transactions. Amidst the hype, blockchain technology
still remains at a nascent stage of development and the race to develop novel applications
obscures a deeper understanding of the technology’s fundamentals and the larger role being
played by blockchain across different applications and sectors. Against this backdrop, this
study examines the emergence of blockchain technology in the public sector. As the basis of
our analysis, we first review the underlying mechanisms of blockchain comprising of
multiple technologies, including consensus protocols, linked timestamping, public key
cryptography and digital cash. We then analyse the key functions of blockchain and discuss
various use cases enabled by these functions. Next, we examine the hybridity of the
blockchain technology and explore concepts of policy tool, meta-tool, support infrastructure,
platform, force multiplier and investigate how blockchain technology relates to these
concepts by examining its abilities and features and whether it acts as a specific tool or as a
technological enabler that facilitates both substantive and procedural tools through a myriad
of functions and capabilities it provides.

Keywords: blockchain, distributed database, smart contract, meta-tool, policy tool,
ecosystem, support infrastructure, force multiplier, public sector, policymaking

1. Introduction

Blockchain technology has received a great deal of attention by corporations, governments,
academia, and individuals around the world for its key innovation — a system for peer-to-peer
transactions without requiring trust in a central authority (Nakamoto 2008, Swan 2015). First
introduced by Satoshi Nakamoto in the form of a cryptocurrency Bitcoin, many
cryptocurrency applications of blockchain such as Bitcoin Cash, Ethereum and Ripple have
since emerged. The hype over cryptocurrencies initially surged from 2017 to 2018, with the
total market capitalisation peaking at around $800 billion in January 2018, but has since
diminished significantly as expectations about what the technology can deliver has declined,
with the total market capitalisation of cryptocurrencies falling to $134 billion in the start of
2019 (Nam et al. 2019; Aste 2019). However, expectations about blockchain’s potential
remain positive as the technology has much more to offer beyond the realm of financial
transactions. Greater transparency and integrity of data, greater user control and privacy, and

! Corresponding author: Araz Taeihagh, Lee Kuan Yew School of Public Policy, National University of
Singapore, 469B Bukit Timah Road, Li Ka Shing Building, Singapore 259771, spparaz@nus.edu.sg,
araz.tacihagh@new.oxon.org




cost savings from the automatic execution of transactions on smart contracts are among the
many benefits that blockchain promises for various sectors ranging from the tracking of
products along the supply chain, the storage of public and medical records and the
enforcement of contracts for compliance (Drescher 2017; Gabison 2016; Swan 2015). With
continued support from the private sector in the form of initial coin offerings (ICOs), venture
capital and private investments and proliferating collaborations between companies, research
institutions and industry consortia as well as startups to develop these applications (CB
Insights 2018; Salviotti et al. 2018), the global blockchain market is expected to grow
significantly in the near future.

Many governments around the world recognise blockchain’s transformative benefits and
have begun exploring blockchain’s applications in the public sector, as the technology allows
transactions to be automatically recorded on the ledger enabled by smart contracts?, ensures
the immutability of transactions and allows all participants to access a copy of all records
(Martinovic et al. 2017; Batubara et al. 2018). Blockchain can significantly increase the
efficiency, security and transparency of transactions performed in the public sector. For
instance, governments can use blockchain to store and share sensitive personal data such as
medical records (Swan 2015), transfer the ownership of assets such as land titles (Jlnes et al.
2017; Cheng et al. 2017) and for secure and anonymous electronic voting (Narayanan and
Clark 2017). Despite these developments, blockchain technology still remains at a nascent
stage of development and the race to develop novel applications obscures a deeper
understanding of the technology’s fundamentals and the potential larger role that could be
played by the blockchain technology in the public sector across different applications and
domains.

This article addresses the following questions: (a) Examine the key functions of blockchain
technology and the new developments in the technology (b) Explore applications of the
blockchain technology (c) and examination of the blockchain technology as a (i) policy tool,
(i1) platform, (iii) meta-tool, and (iv) ecosystem and (vi) force multiplier, (d) and how new
developments of blockchain can perform these roles.

In the next section, we briefly introduce the blockchain technology and in Section 3 we
examine the key functionality of the technology. We then study the hybridity of the
blockchain technology and explore concepts of policy tool, meta-tool, support infrastructure,
platform, ecosystem, and force multiplier and explore how blockchain technology relates to
these concepts by examining its abilities and features and whether blockchain acts as a
specific tool or as a technological enabler that facilitates both substantive and procedural
tools through a myriad of functions and capabilities it provides. We then examine the current
developments of the technology before the concluding remarks.

2. Background to the blockchain technology

2 The concept of Smart contracts will be elaborated in section 3.3.



Blockchain is often referred to as a “data structure” or a database (Glaser et al. 2019)
comprising of blocks listed in chronological order, where each block contains a list of
transactions (Xu et al. 2017). As a decentralised network, all participants (nodes) in the
blockchain can publicly access and validate all transactions that ever occurred (Narayanan &
Clark 2017), which provides greater transparency and eliminates the need for third party
intermediaries to process and distribute data (Salviotti et al. 2018). Blockchain is also
characterised by immutability and auditability of records, anonymity of participants and data
integrity.

As an example of the blockchain technology, the design of the Bitcoin system is as follows:
1. First, a participant (node) requests to perform a new transaction, which is “broadcast” to all
nodes.

2. Each node stores the new transaction into a block, and validates the transaction through a
process called “mining” (the process of adding new blocks to the chain), where nodes solve a
cryptographic puzzle that requires sufficient computational effort (Nakamoto 2008).

3. When a node solves the puzzle, the new block is broadcast to the network and other nodes
will verify it and update their local copy of the blockchain (Atzei et al. 2017). The block is
now permanently added to the chain with a timestamp linked to the previous chain of blocks
(Batubara et al 2018, Nakamoto 2008).

Consensus mechanisms and linked timestamping are the technical components underlying the
mining process. A consensus mechanism, such as the Proof of Work (PoW) mechanism?
utilised in Bitcoin, establishes rules and procedures that govern the addition of new blocks
(Batubara et al. 2018) to prevent “double-spending” attacks — the attacker spends the digital
coin, “receives goods and services” in exchange, and then removes the transaction and
recover the coin (McReynolds et al. 2015). To prevent such attacks, users solve a
computationally-intensive puzzle to validate each transaction (Salviotti et al 2018) and the
ledger will be secure as long as “honest” nodes possess greater computational power than any
group of attacker nodes (Nakamoto 2008), which is ensured by rewarding miners with
cryptocurrency (e.g. Bitcoin) from the blockchain everyime they solve a puzzle (Narayanan
& Clark 2017). Once the majority of the nodes agree on a transaction’s validity, the latter is
recorded in a new block and linked (by a hash pointer) to a timestamp and the previous block
(Batubara et al. 2018, Xu et al. 2017). The chronological order of timestamps enables
transactions to be easily tracked and verified (auditability) (Batubara et al 2018) and the
irreversible property of the hash ensures that transactions cannot be easily modified,
reordered or terminated (immutability) (Narayanan & Clark 2017, Salviotti et al. 2018).

Public key cryptography and digital signatures establish secure digital identities for all
participants while ensuring their anonymity. Each participant possesses a public key (visible
to the public) that is used to encrypt the transaction details and verify the sender’s digital
signature, whereas private keys (kept secret) are used only by owners to “decrypt” transaction

3 Various blockchain technologies adopt different consensus mechanisms, such as Proof of Work (e.g. Bitcoin),
Proof of Stake (e.g. Peercoin) and Proof of Authority (PoA) (Tasca et al. 2018, Salviotti et al. 2018).



details (Salviotti et al. 2018). As public keys are anonymous, everybody can view the
transaction details but cannot identify the participants of that transaction (Nakamoto 2008).
This means that users/nodes’ identities are pseudonymous, which some have argued provides
greater privacy than in existing electronic transactions (Batubara 2018, Nakamoto 2008), but
the transaction details are not anonymous and visible to all nodes, raising concerns that data
analytics can be applied to analyse and identify user activity (Risius & Spohrer 2017).

Most studies have categorised blockchain according to its degree of openness (public, private
or consortium) and the permissions given to its participants (permissioned or
unpermissioned) (Brennan & Lunn 2016; @lnes et al. 2017). In public blockchains, anybody
can access the network and participate in transactions. In private blockchains, only members
of one organisation have access to data and transactions, whereas consortium blockchains
allow multiple organisations to access and transact (Dlnes et al. 2017; Xu et al. 2016).
Anybody can participate in the consensus mechanism in unpermissioned blockchains,
whereas in permissioned blockchains, only a select group of participants can do so
(Martinovic et al. 2017). Some studies have argued that public and unpermissioned
blockchains enable greater transparency and auditability, but create risks to informational
privacy and copyright (Xu et al. 2016; Gabison 2016).

2.1 Limitations of and scepticism regarding the blockchain technology

However, the hype over blockchain’s potential has created unrealistic expectations about
what the technology can achieve in terms of its capabilities, ease of implementation and
scalability (Pisa 2018). Many of blockchain’s key features and benefits are not new and
derived from technologies invented in the past. For instance, the greater security and privacy
that blockchain offers are derived from other technologies such as encryption and identity
management that are not specific to blockchain (Qlnes et al. 2017). Furthermore, blockchain
is less efficient than centralised systems as the former requires additional “layers of
encryption” that increases complexity and delays in operations (Pisa 2018; QOlnes et al. 2017).
Widespread blockchain adoption is also essential for positive network effects to be realised,
but this can be hindered by the institutional and social “inertia” to transition to blockchain
platforms, as well as the lack of integration of most existing blockchain architectures between
different firms, such as their protocols and consensus mechanisms (Qlnes et al. 2017;
Brennan & Lunn 2016).

In addition, blockchain can introduce new risks. Firstly, as mentioned earlier, there are
emerging concerns regarding potential violations of privacy in public and permissionless
blockchains. While the identities of participants are encrypted on the blockchain,
transactional data are not encrypted in order for them to be successfully validated and added
onto the chain, which exposes transaction data to adversaries who may attempt to
deanonymise the identities of the transactions’ users (Brennan & Lunn 2016; Goldfeder et al.
2017). Secondly, the end-point security risk (security of users and devices) of blockchain is
much greater than that of centralised institutions as blockchain transactions are irreversible,
instantaneous, and anonymous, and users can easily lose their assets once they lose their
private keys (Narayanan & Clark 2017, Brennan & Lunn 2016). Thirdly, as all nodes have



access to a copy of the aggregate data stored on the blockchain, blockchain systems are
vulnerable to cyber attacks as hacking only one node is sufficient to gain access to all parties’
data (Brennan & Lunn 2016). The cryptographic hash functions that secure transactions can
also potentially be broken in future with the emergence of quantum computers (Kietzmann &
Archer-Brown 2019).

3. Key functionalities of the blockchain technology

Below we highlight the key functionalities that the blockchain technology provides and
highlight their applications.

3.1. Facilitates transactions (resource allocation)

A key function of blockchain technology is facilitating transactions directly between
individuals and organisations without the need for a trusted intermediary. By reducing
transaction costs (i.e. the cost of coordinating, monitoring and governing transactions),
blockchain enables the exchange of all kinds of assets directly between anyone on a global
scale and at any time horizon (lansiti & Lakhani 2017).

3.1.1. Transactions involving currency and financial assets
Blockchain enables transactions involving fiat money, cryptocurrency, and other financial
assets, which can potentially be carried out with more inclusivity, security and at a much

larger scale with further technological advancements. Cryptocurrencies (or “coins”) such as
Bitcoin are digital currencies that serve as a “general purpose medium of exchange and store-
of-value” (Howell et al. 2018, p1) and can be circulated independently from any central
institution (Drescher 2017). One use case in the financial sector are initial coin offerings
(ICOs) that are used by venture firms to raise capital for their digital platforms, where the
firm sells digital assets called “tokens” in exchange for fiat money or cryptocurrency
(Momtaz et al. 2019). The most common tokens being issued are “utility tokens” that can be
used by the purchaser to acquire certain rights, such as to access or use the token issuer’s
goods and services on a “preferential basis” can be purchased by anybody without minimum
levels of capital and are not subject to securities legislation (Yeung 2019; Swanson 2015).

Transacting with cryptocurrencies on blockchain can also increase equity and inclusivity by
enabling micropayments in developing nations that would typically incur huge transaction
costs through intermediary fees (Drescher 2017). For instance, a data services company, IHB
(I Have Bitcoins), enables people in rural India to sell their paintings on a “global market
platform” and receive micropayments through their mobile devices without having to pay
commission fees to conventional exporters (Pilkington 2016). Similarly, blockchain can
significantly reduce or eliminate high commission fees from the transferring of remittances,
which make up a significant proportion of GDP in Central and Eastern European countries
(Pilkington 2016). Apart from cryptocurrencies, digital fiat currencies can also be transferred
and managed on the blockchain (Drescher 2017).

3.1.2 Transactions involving non-financial assets




A much wider range of transactions can be enabled by the blockchain technology, such as
delivering goods and services, transferring rights and ownership of various types of assets
and the exchange of other forms of information.

1) Goods and services

The use of the blockchain technology can facilitate transactions of goods and services, such
as in the energy sector in generation, sharing and distribution, carbon markets, and the
provision of aid. Blockchain enables peer-to-peer generation and distribution of energy
(Yeung 2019) by facilitating the sale of excess solar-generated electricity in peer-to-peer
markets without the need for intermediaries (e.g. through PowerLedger, TransactiveGrid).
Blockchain can also be used to create a tradable market of carbon credits to offset the
greenhouse gas emissions generated and the money exchanged from credits can be allocated
into environmentally beneficial projects such as the construction of new wind farms and
hydroelectric power stations or “planting new forests” (Smith 2018). Bitcoin can also be used
to deliver aid funds efficiently to targeted groups with publicly traceable addresses during
crises, unlike the traditional banking flows where aid cannot be delivered immediately during
such situations (Swan 2015).

2) Rights and ownership of assets

The blockchain technology can be used for granting permissions and for proof or transfer of
ownership of assets. As an example, Qlnes et al. (2017) point out that in the transfer of
ownership of an asset such as a car or a land title, blockchain technology enables the
examination of the asset’s history of transactions, identification of the owner of the asset, and
allows the owner to validate the payment for the transfer of the asset’s ownership. Use of
such a technology can reduce or prevent manipulation of property rights as well as loss of the
data and thus, can facilitate dispute resolution and prevent unauthorized or fraudulent
changes (Qlnes et al. 2017). However, blockchain technology creates its own challenges
when it comes to guaranteeing the accuracy of the titles and should be relied on more for
certifying the authenticity of the titles, as errors in inputting data through the blockchain due
to its immutability can create complex challenges. As such, it should be used as an instrument
for development of a digital registry and used for better administration of registry of assets
and cannot be seen as a standalone replacement for current systems.

3) Other information

As blockchain technology increases interoperability, it can for instance, lower barriers to
voting and enable more convenient ways of voting through smartphones, computers or
through electronic public booths (Narayanan and Clark 2017; Gabison 2016). Every vote can
be recorded and secured from tampering due to immutability and blockchain can increase
transparency through the ability to access and check the votes and reduce ghost voting.*
Consensus for the recorded data makes manipulation of the data harder and thus, increases

4 “Ghost voting is the practice of voting for individuals who are not present or do not exist. A smart blockchain
could contain a protocol automatically to check birth and death registries. A smart blockchain could also record
the location of individuals when they vote through their phone's GPS, computer IP address, or voting booth”.
(Gabison 2016)



the legitimacy of the votes (Pilkington 2016; Gabison 2016; Osgood 2016). Real-world
applications of using blockchain for e-voting include that by a Danish political party for
internal elections (Pilkington 2016), Follow My Vote and VoteWatcher (Osgood 2016).

3.2 Record transactions

Apart from enabling new forms of economic transactions in society, blockchain provides an
immutable and auditable record of the entire history of transactions. In public blockchains,
records are accessible to anybody as every node records a copy of the same data.

One use case in the public sector enabled by this function of blockchain is public record
keeping, such as recording land and property titles, vehicle registries, shipping registries,
health and safety inspections, tax returns, and energy usage records (Zago 2018). Potential
benefits include opening access to public records and reducing delays associated with
existing laws that allow citizens to request information from government agencies that will
improve transparency, as well as facilitating information exchange while safeguarding the
privacy of individuals and organisations who can also retain control over their data by giving
public agencies read or write permission to certain data with their consent (Gabison 2016;
Cheng et al. 2017). Public agencies can adopt blockchains with public access for only reading
but with private access for writing so that only those with permission can write on it, which
prevents any unwanted information from entering the chain (Gabison 2016). Blockchain also
enables the storage and management of electronic medical records, which are currently
fragmented as they exist in different formats (Liu 2016) and are scattered across different
healthcare providers’ private data silos (Azaria et al. 2016).

A real-world application of this is MedRec, a blockchain-based record management system to
manage electronic medical records that does not store health records but allows patients to
access and manage their health records stored in multiple providers and thus, affording much
greater control to the patient (Kshetri 2017). The system also provides an immutable and
auditable log of the patient’s medical records for patients, providers, insurance companies
and regulators to access with their private keys (Azaria et al. 2016; Swan 2015). In addition, a
blockchain-based data repository of electronic health records could act as a private health
data research commons whereby researchers can access the data securely by private key and
individuals could provide their own personal health data with customised degrees of privacy
while enabling public access to researchers to read and analyse their data (Swan 2015).

3.3. Automate transactions (smart contracts)

Smart contracts encode the rules and obligations surrounding an agreement between two or
more parties into programmable code and can be defined as a mechanism that governs the
distribution of assets between the involved parties (Buterin, 2014, para. 2). Once the rules or
conditions are validated by all the nodes on the blockchain, the consensus mechanism
automatically executes the conditions of the smart contract, which enforces the transaction
(Luu, Chu, et al., 2016; Qlnes et al. 2017). Thus, a smart contract is also considered a “self-
enforcing governance mechanism” (Luu et al. 2016) or an escrow “which can hold funds
until the obligations defined in the smart contract have been fulfilled” (Xu et al 2017).



Smart contracts enable greater efficiency through disintermediation (no need for bank,
creditors or insurance companies) and automation of all aspects including record-keeping,
enforcement, and self-execution of the contract when certain conditions are triggered. Smart
contracts also reduce transaction and legal costs that are often incurred through

intermediation, such as administration and legal fees (Giancaspro 2017; Allam 2018).
Transparency and reduction of fraud are other benefits of using smart contacts. Once a
contract is initiated, these details become explicitly visible to the different nodes in the
network and thus, changes to the contract cannot be easily implemented (Giancaspro 2017,
Allam 2018).

Smart contracts crease their own set of challenges as well, which include:

Security and crime: There are strong financial incentives to attack smart contracts,
given that they can handle virtual currencies (Luu et al. 2016). Criminals can use
smart contracts for demanding ransoms, money laundering and undertaking illicit
transactions such as the infamous case of the Silk Road online marketplace
(Giancaspro 2017). Atzei et al’s (2017) review shows that a common security
vulnerability present in smart contracts is “the difficulty of detecting mismatches
between their intended behaviour and the actual one” and they highlight the
limitations of the verification that can be done.

Legal adjudications and enforceability: Existing contract law and other laws
governing financial transactions have not established the “legal enforceability” of
smart contracts (Allam 2018)

Immutability: The rigidity of smart contracts makes it challenging to amend the terms
and conditions of long-term contracts (Allam 2018)°. Moreover, the existing legal
frameworks need to be translated to software logic to ensure smart contracts can
adhere to legal regulations (Meng et al. 2018).

Privacy issues/Contractual secrecy: a protocol needs to be developed to facilitate
verification of transactions without reading the contents of the transactions, as the
ledger is currently maintained publicly (Allam 2018)

Jobs: many tasks that are currently carried out by financial and legal professionals
will automated. However, some highly complex tasks such as programming of the
contracts will be required (Giancaspro 2017).

A myriad of use cases for smart contracts have already been established:

Energy: Smart contracts enable the development of energy markets without the need
for a trusted entity to provide oversight and allow Crowdsourced Energy Systems,
where energy trading and generation can be crowdsourced from distributed energy
resources (Hahn et al. 2017; Wang et al. 2018).

5 Use of an escape hatch has been suggested as a means for modification of the contracts; however,
implementing such solutions can compromise the security of the smart contracts to avoid unauthorised
manipulation of the contracts and initiation of invalid transactions (Allam 2018).



e Regtech: Using technology to enhance regulation. It is suggested that smart contracts
and their “technical code” of conditions could be used to ensure legal compliance at
lower costs (Yeung 2019). An example of such an initiative is R3’s Corda platform
led by a group of regulated financial institutions, which aims to develop distributed
ledgers for recording and managing legal agreements between parties (Yeung 2019).

¢ Digital rights management: Savelyev (2018) and Huckle et al. (2016) show that
blockchain is beneficial for the distribution of copyrighted works and can provide a
platform for ownership and use of digital assets, as it increases transparency and
control over digital copies and facilitates automatic payment to copyright holders (e.g.
artists and authors).

3.4. Identification, verification, and authorization (proving/clarifying ownership of assets)
The blockchain technology can facilitate identification, verification, and authorisation
processes (Drescher 2017). In financial and medical services for instance, blockchain
technology can help provide improved identity authentication and verification processes to
reduce fraudulent activities (Shrier et al 2016). Furthermore, blockchain technology can
facilitate greater data exchange without disclosing unnecessary personal data (Mattila et al.
2016) and can strengthen the control of the data owner over how their personal information is
being used. For instance, the use of a blockchain-enabled medical record management system
enables patients to initiate these data exchanges and can also be used for enabling features
such as time-limited access to the records via smart contract provisions (Pilkington 2016;
Azaria et al. 2016).

Use of blockchain technology in tandem with connected devices can help with tracking the
origins, transfers and transformations of a product through a supply chain, strengthen the
product’s compliance with health and safety regulations, facilitate the verification of the
authenticity of products and thus, reduce counterfeit products (Pilkington 2016). With the
increased use of e-commerce facilitated through the use of online platforms for instance, US
has seen a tripled growth in incoming packages and parcels over the past four years, which
necessitates greater protection for consumers from counterfeit goods and stronger
enforcement procedures against criminal activities (Stanley 2018). Using blockchain
technology also increases transparency around the ways in which a product was
manufactured (Stanley 2018). For example, the issue of agri-food supply chain safety and
quality has been an important issue in China in recent years and can be addressed using
blockchain technology along with RFID technology to establish an agri-food supply chain
traceability system to enhance food safety and reduce logistics related losses (Tian 2016).

The use of the blockchain technology can provide a decentralised and trustless system that
enables the creation of unique digital identities for individuals that cannot be controlled by a
central entity (Pilkington 2016). Research shows that the lack means to prove one’s identity
can lead to exclusion from many economic opportunities, particularly in the digital realm
(Taeihagh 2017a). The use of blockchain technology also makes digital identities “more
ubiquitous in that they can be freely integrated to any service where the identity holder and
the counterparty together wish to do so” (Mattila et al. 2016). This can potentially address a



major issue with the use of online platforms which is the inability to transfer one’s reputation
from one platform to another (Taeihagh 2017b). This ability will increase the trust in one’s
online reputation and will make it more pervasive and meaningful, which can potentially
result in increase of trust in strangers because of their long standing and documented
reputation over time” (Mattila et al. 2016).

4. Discussion: the hybridity of the blockchain technology

Given the description of the blockchain technology and analysis of its key functions and
applications, we now examine the role that the blockchain technology can play in the public
sector.

4.1. Blockchain as a policy tool
In the NATO model (Hood 1986; Hood and Margetts 2007), governments can use four types
of resources to address policy problems (see Table 1):

e Nodality: using informational advantage as a result of centrality of the government in
various networks;

e Authority: using legal power to regulate/delegate and command;

e Treasure: using financial means, such as demanding tax and using funds; and

e Organisation: using resources, to form markets/organisations and providing goods and
services

Table 1 Example of policy instruments by principal governing resources (Howlett, Ramesh
and Perl 1995, based on Hood 1986)

Nodality/Information Authority Treasure Organization

Information collection and Command and control ~ Grants and loans Direct provision of goods and
release regulation services and public enterprises
Advice and exhortation Self-regulation User charges Use of family, community,

and voluntary organizations

Advertising Standard setting and Taxes and tax Market creation

delegated regulation expenditures
Commissions and Advisory committees  Interest group Government reorganization
inquiries and consultations creation and funding

The NATO model categorisation of the instruments is not mutually exclusive, a strict and
singular dependence of an instrument on solely one of the four resources is not required, and
as such, the categorisation of the tools can be carried out according to the primary means they
require for successful address of their goals (Taeihagh 2017b). Another relevant distinction is
whether the instruments are substantive (“directly providing or altering aspects of provision,
distribution or delivery of goods and services to the public or governments”) or procedural
(“rather than directly affecting the delivery of goods and services, the intent is to adjust or
amend the policy process and indirectly alter the behaviour of actors involved in policy-



making”) (Howlett 2000; 2010).

Marsal-Llacuna (2018) argues blockchain can be used as a policy tool to deliver urban
governance though a bottoms-up, decentralized and citizen-centric manner. However, given
various functions and applications of the Blockchain as highlighted in the previous sections,
the technology can play different roles as a policy tool in different contexts. As such, Dutil
(2015) argues that Hood’s model (1986) is no longer applicable to 21 century tools (e.g.
crowdsourcing and blockchain technology). However, as Lehdonvirta and Bright (2015)
point out, the main advantage of using these new tools is the enabling power of these digital
technologies. The use of blockchain can potentially reduce transaction costs and barriers to
entry and increase the speed and ease of participation in various initiatives, which in turn can
result in orders of magnitude increased participations and reduced costs of participation
(Taeihagh 2017b).

Using the taxonomies of Hood and Howlett, it is evident that the blockchain technology
utilises information and information exchange, has embedded rules and smart contracts that
govern how the technology functions, and in many instances use tokens that have monetary
value and can only function with a critical mass of users. Therefore, it appears according to
the NATO model all types of resources are used for the functioning of the blockchain. In the
authors view, depending on the purpose of the blockchain, the primary means that is required
and thus, the categorization of the blockchain differs according to NATO. While the
blockchain technology affords new opportunities for improved decision reporting,
transparency and accountability to stakeholders (Rahimzadeh, 2018) that suggests its more
procedural nature, the technology can be used for direct provision of information and treasure
for instance. It is therefore in authors view that IT-mediated technologies such as blockchain
cannot be considered as “a policy tool”.

4.2. Blockchain as a meta-tool

Some scholars have used the term “meta-tool” as a set of policy instruments that can be used
to facilitate and coordinate different policy tools and policy packages to make them more
effective. Scholars note that much of the literature on policy instruments focus on improving
the effectiveness of policy instruments in meeting policy goals and objectives and aim to
design new alternative policy instruments and “meta-instruments” to improve the
effectiveness of traditional instruments, such as through “planning, organisational
reconfiguration, framework agreements or networks” (Kassim & le Gales 2010; Lascoumes
& le Gales 2007; Woo 2016). While meta-tools offer an interesting perspective, blockchain
technology cannot be reduced to a meta-tool that helps with the coordination of other policy
instruments, as it was demonstrated earlier that blockchain can have both procedural and
substantive nature and have different primary uses of resources that go beyond coordination.

4.3. Blockchain as a platform

The concept of platforms has evolved over the years and currently still remains highly
fragmented. Many scholars refer to blockchain in terms of platforms — “blockchain
platform”, “blockchain-based platforms”, an “emerging type of digital platform” (Cong & He



2019; Glaser et al. 2019) while some see blockchain as an infrastructure on top of which
additional services can be built (Mougayar 2015; Qlnes & Jansen 2018). Choudary (2015)
has examined numerous platforms by focusing on their architecture and suggests that
platforms often all have elements of community building, infrastructure and data and patterns
of exchange of information (with primary focus on information, currency, and/or goods, and
services). With this view in mind, the emphasis in blockchain technology is the provision of
infrastructure as argued by Mougayar (2015) and Olnes and Jansen (2018). This view of
blockchain technology is in line with the definition of industry platforms that allow
complementary products, services or technologies to be built on top of those already
developed by firms, such as Apple and Google’s smartphone application platforms and
Microsoft’s Windows operating system, whereby participants can directly interact with each
other and greater participation increases the platform’s value to others (Serensen et al. 2015;
Brown et al. 2017). Furthemore, studies have also categorised open platforms that allow
“freely available” service, process and technology standards that facilitate participation by
multiple users to consume these services based on these standards and consequently promote
innovation around these goods and services (Brown et al. 2017).

A more recently introduced type of platforms are digital platforms that provide application
programming interfaces (APIs) to third party service developers who can customise and
adapt the platform’s core functionalities to various needs, such integrating it with external
and complementary functionalities, services or platforms (Glaser et al. 2019). Blockchain is
purported to be a new type of digital platform as its two functions of 1) facilitating
transactions through the exchange of digital currency and tokens, and 2) automating
transactions through smart contracts, enable it to become an infrastructure for organisations
to offer various services (Glaser et al. 2019; Mougayar 2015). However, blockchain differs
from typical digital platforms in the provision of their core functions — Unlike digital
platforms, blockchain does not provide an API for users to engage in its services, but it

allows users to execute personalised smart contracts that can be accessed by all other users of
the blockchain (Glaser et al. 2019).

4.5. Blockchain as ecosystem or support infrastructure

A strong argument against the view of blockchain technology as a platform is the fact in
order for the system to function, a large number of entities and not just the
platform/infrastructure providers need to be involved for the function of the technology. In
fact, there needs to be an ecosystem in place for blockchain to function appropriately.
Riasanow et al. (2018) examined the roles of 11 different actors in the blockchain ecosystem
(after analysing 479 organisations). In fact, value can be created from the interaction and
complementarity of participants, also known as value “co-creation”, and synergy is created
from the aggregated effects of these complementarities at the ecosystem level (Smedlund et
al. 2018). In this view, blockchain technology provides the ability to use resources, skills, and
knowledge more efficiently and in an integrated fashion. In a similar perspective, studies
highlight that blockchain can be defined as “a shared, open and unbounded, heterogeneous
and evolving socio-technical system” comprising of networks of distributed but inter-linked
information systems (e.g. the Internet) and their “user, operations, and design communities”



that “shape, maintain, and extend it in modular increments, not all at once or globally”
(Dlnes & Jansen 2018).

Glaser et al. (2019) argued that blockchain may be considered as a decentralised institution as
it allows the implementation of new types of governance mechanisms. Looking at the core
functionality of the blockchain such as Ethereum and the applications that can run on top of
the core, Glaser et al. (2019) argue that the core layer (fabric layer) of the blockchain
technology constitutes a conscious design of informal institutions® where individual agents
negotiate governing rules and interactions to reach their goals and the application layer is a
conscious design of formal institutions, which can lead to improvements in society. The
application layer enables the development of various new features through smart contracts
based on formal enforcement of protocols imposed by the core layer. Maintenance of the
fabric layer is carried out by spontaneous open source community crowds through informal
mechanisms.

4.6 Blockchain as a technological enabler and force multiplier

An emerging literature has also framed some of the IT-mediated platforms as more of a
technological enabler or force multiplier for other platforms rather than being just a platform
itself, as it enables and increases the speed and ease of access to many other platforms and
technologies or technological systems, such as Al robotics and 3D printing (Taeihagh 2017b;
Epstein 2017; Catalini & Gans 2016). In other words, if a technology such as blockchain
enables doing a myriad of tasks, perhaps it facilitates the speed of participation through
providing an enabling ecosystem with the previous subsection. Some suggest that blockchain
is a general purpose technology (GPT), similar to the steam engine, electricity and the
internet, as the data that is exchanged and recorded on blockchain can be flexibly represented
across many applications, depending on the nature of the transaction (e.g. type of asset
transacted), allowing for increases in productivity across multiple sectors (Catalini & Gans
2016). Similar to how the Internet is open, globally accessible, “neutral” to the information
exchanged on the network and has “minimum functionality” in the network with application
functionalities located at the communicating end-points, blockchain is open to everybody and
also has minimum functionality on its own, on top of which additional functionalities can be
built to support and share applications across multiple communities (Jlnes & Jansen 2018).

5. New developments in the blockchain technology

Airdrops are one of the recent innovations in this domain. Blockchain’s key function of
enabling transactions has been widely applied by firms to raise capital by offering purchasers
digital assets of the firm in exchange for fiat money or cryptocurrency. Emerging shortly
after Bitcoin’s introduction in 2010, airdrops are tokens that are distributed directly to
individuals for free to incentivise users to increase their usage of the network, which
essentially increases network effects to promote the growth of the blockchain-based platform

¢ The enforcement of rules in the core layer is informal because the blockchain cannot enforce the protocol on
itself and would require network effects and implicit adoption of the proposed protocol and use of social
mechanism.



(Blockchain 2018). Airdrops can be credited to participants that hold another token in the
network, potentially reaching “millions of users” within a short time and thus, increasing
awareness for that particular token (Arnold et al. 2019). Airdrops generate network effects as
when the number of network participants increases, the utility of each individual node
increases, which incentivises other individuals to join the network and consequently increases
the value of the overall network (Blockchain 2018). Unlike ICOs where individuals need to
have significant financial resources to purchase cryptocurrencies and that require expensive
equipment to mine these cryptocurrencies, airdrops allow anyone to acquire cryptocurrencies
at no cost. By allowing more users to acquire ownership of the cryptocurrency, airdrops
enables greater decentralisation of the network, whereas tokens that are distributed through
ICOs may be held by a small number of individuals that reduces the overall value of the
network (Blockchain 2018). Benefits of airdrops have been highlighted, such as facilitating
the “implementation of governance procedures”, enabling “network testing prior to full
launch”, and using the information on participants’ network activity to address issues and
thus, increasing the project’s credibility (Concannon et al. 2018). In the context of the NATO
model (Hood 1986), the use of airdrops can facilitate the function of the blockchain as an
organisational tool through network effects, and perhaps increase the value of the network in
case of its success thus increasing treasure. Furthermore, airdrops increase awareness about
the initiative (nodality).

However, there are several limitations in the extent of network effects that can be accrued
and new privacy risks can arise from using airdrops. As airdrop recipients must use their
private keys to “create a transaction on the blockchain belonging to the airdrop” (Harrigan et
al. 2018, p1), the recipient’s unique address will be broadcasted, resused and shared across
other blockchains, potentially revealing information regarding the participants to other third
parties. Airdrops may also not be effective in stimulating network effects if participants store
the free tokens without spending them. The accumulation of tokens can also have the effect
of “re-centralising” the network, which defeats its original purpose of decentralisation, and
without spending these tokens, token-issuers will lack sufficient information to improve
issues in the network (Cagechain 2018; Blockchain 2018).

Against this backdrop, Smartdrops are a new form of airdrops that allow transfer of tokens to
a target group based on a set of predetermined criteria to tackle the shortcomings of airdrops,
which is primarily the user accumulation of tokens without their use (Cagechain 2018).
Smartdrops intelligently target and transfer tokens to entities that are more likely to use them,
promote the development of the community and make the task of verification automatic and
the process cheaper and easier (Milano 2018; Cagechain 2018).

6 Conclusions

In this article, we examined the literature on blockchain technology and examined and
explored the functions and application of the blockchain technology. We first reviewed the
key mechanisms of blockchain technology and then explored the functions it provides using
these mechanisms and highlighted its potential different applications in various sectors. As



blockchain technology is still in its early days, we aimed to provide a deeper understanding
of the technology’s fundamentals and how it relates to the public policy literature. We
examine the hybridity of the blockchain technology as it relates to concepts such as policy
tool, meta-tool, support infrastructure, platform, ecosystem and force multiplier by examining
its abilities and features, as well as whether it has a specific function or acts more as an
technological enabler that facilitates both substantive and procedural tools through a myriad
of functions and capabilities it provides.

We questioned considering blockchain technology as a policy tool, a metal-tool or a platform
and suggest that the blockchain technology is more akin to an ecosystem or a technological
enabler and force multiplier that simply can increase the speed and ease of participation. We
then focused on the new developments in the blockchain technology, namely the
development of airdrops and smartdrops that can potentially increase the rate of network
effects beyond ICOs. With the growth in the demand for digital services, technologies such
as blockchain can help create an environment in which innovation can be better fostered due
to the lower transaction costs and barriers to entry. Institutional complexities, sunk costs, and
lack of capacity can hinder the adoption of the blockchain technology.

We hope this article illustrates the nuances of the characteristics and functionalities of the
blockchain technology to the scholars and policy practitioners, and helps bring a clearer
understanding and appreciation of the potential of the blockchain technology in the public
sector.
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